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The Chairman,

PCSIR,!!4!a{
The Chairman,

PSF, Islam

7. The Chairman,

PCSr,!s!q!s!
10. The Director General,

PCRET, Islamabad.

13. The Rector,

abad. CU, Islamabad.

The Director General,

NIO,tsgIegE

The Rector,

t. The Director General,

PNAC, Ig@BL
I 1. The Chairman,

CWIIR" Karachi.

14. The Managing Director,

STEDEC,E@

Islamabad, 21't November, 2022

The Director General,

PSQCA, Kary!:t
The Director General,

NIE, Islamabad.

9. The Rector,

NUSr,!!a@{
12. The Chairman,

PEC, Ig!@E!L
l5 The Director General,

PHA,ElsEgLNUTECH, Islamabad.

16. The Managing Director,

NEECA, Islamabad.

Subject: CYBER SECURITY ADVISORY (ADYISORY NO.45. 46.47.4E.49 &
5q)

Please find enclose herewith a copy of Cabinet Division's, Cabinet Secretariat

(NTISB) Letters dated 166 November, 2022 on the subject cited above for information &

compliance.

Encl: As above.

ED JO)
Section Offrcer (

Tel:9202520

Copy for information to:-

i. PS to Secretary, MoST.

ii. PS to Additional Secretary, MoST.

iii. PA to Deputy Secretary (Admn), MoST.

iv. All heads of Wing's, MoST.

v. SO (Estt.), MoST.
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lslamabad, the 16h Novembet,2022
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CABINET DIVISION
(NrsB)

lslamabad, the 16th Novembet,2022
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CABINET SECRETARIAT
CABINET DIVISION

(NrsB)
lslamabad, the ,6 November, 2022
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GOVERNMENT OF PAKISTAN
CABINET SECRETARIAT

GABINET DIVISION
(NTISB)

lslamabad, the l5 Novembe(,2022

Adviso ntion a at st Es to
cks Adviso N 49

circular-29092 O22.pdt (Circular for flood relief)

circular-29092022.pdf.1nk (link ILNK] file to
malicious payload NisSrv.exe).

Nissrv.exe (Malicious PaYload).

eUC ommunica n. Following lPs are used for boUC&C

51.210.32.103 (France)

54.145.6.146 (USA).

Malivare Gapabilities

Ability to download additional payloads.

Bypass User Access Control with legitimate windows utilities like

cmd.exe, powershell.exe etc.

Upload files and stored usernames/passwords to C&C server.
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(circular_29092022. iso) is related to "Circulars" or

Notifications' dispatched to government setups regarding

Hedirction of 2x day salary for flood relief victims.

Paciaqe Details. Malicious ".iso" files further contains following
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CABINET DIVISION
(NISB)

lslamabad, the 16ih Novembet,2022
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Email service (e.9., Yahoo, Gmail or.

server) is an important part of lT infrastructure. Though jit i

operational email service, but, email service may fall victim to

security practices like password protection on documents, of encryption hniq

antispam and anti-phishing mechanism etc are not applied. tTh

follow secure email practices proposed at para 2 & 3 to safBgu

and sensitive data leakage. I
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password from the sending channet (SMS, WhatsApp etc)

received by the receiving party

of rely on GoogleAr'ahoo's Spam Filters as email attackers have

me much sophisticate

n d Sto e

using public WiFi for accessing personal/official email

(4)

(5)

Periodically review email account security settings
ulady check and apply security updates

d for Email Server Administrators. Following recommendations

be followed mail server administrator: -

Use Certifica

(1)

(2)

Use enticati

(1) ddition to strong passwords, also use two factor authentications

(3)
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ie.g,j OTP via call/message, password reenter mechanism etc
(2) share your One Time Password (OTP) with anyone.

and ed Anti-Viru

EnQpoint (computer system or laptop) on which official emal!/data is

being accessed/sent must be secured through reputed, licensed and

4ated antivirus/anti<nalware solution.

(2t keep system Firewalls activated and updated

Paid Anti-S m Filters

Us{ reputed Spam Filters(1)

(2)

(1)

(2)

store personal and ofiicial data on cloud storage.

suing online document converting tools (Word to pDF etc) with

d based data storage technology.
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(1) Public WiFi is more susceptible to attack as compared to private

(2)

rwFi.

'Public WiFi Administrator might be monitoring network traffic and

dati sent online via intemet packets.

(3) as'swords may be stored by network Administrator. Therefore,
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fuSSl-lcertificate.
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j:SSL certificate can eb obtained from trusted vendors like GoDaddy,

i:,GlobalSign or Verisign etc.

{Free SSL certificates may also be obtained via certificates authorities
{!:qlike LetsEncrypt (letsencrypt.org) or ZeroSSL etc.
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Prevention aoainst Spammino, Sooofinq and d-hishlno. To restrict

Spamming, Spoofing and Phishing, following,step$must be imptemented on
emait server(DNSrecord):- ' : # i 1,,,,

(1) Sender Policy Framework (SPF) , .* , , ,
' F r ;.(2) DomainKeys ldentified Mait (DK|M) ;1 i :

(3) DMARC (Domain-based Message Auihen$eation, Reporting and

Conformance)i4 1.,
Always verify and test the domain for above config..u-ration (pa-7 a 3.p) by ,;;
checking through online websites like dmarcian.cgm (DMARC lnspector),

dkimvalidator.com (DKIM ValiclatoQ and mail-tejter.com (Spam Test).

lf email server doesn't qualify the above test (Paroi3c) then it shouldn't be
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e. General Guidelines
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Regularly examine email server configurations to prevent config

drift. , E 'l
Educate and train users on use of Adrlanc{!

,?.
(AES) for documents (Word, PDF, PowerPgi,:J.

through email. ; .tf
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