No.10(6)/2016-Coord
Government of Pakistan
Ministry of Science and Technology

ok ek

Islamabad, 215 November, 2022

I. The Chairman, 2. The Director General, 3. The Director General,
PCSIR, Islamabad. NIO, Karachi. PSQCA, Karachi.

4. The Chairman, 5. The Rector, 6.  The Director General,
PSF, Islamabad. CU, Islamabad. NIE, Islamabad.

7. The Chairman, 8. The Director General, 9.  The Rector,
PCST, Islamabad, PNAC, Islamabad. NUST, Islamabad.

10. The Director General, 11. The Chairman, 12. The Chairman,
PCRET, Islamabad. CWHR, Karachi. PEC, Islamabad.

13. The Rector, 14, The Managing Director, 15  The Director General,
NUTECH, Islamabad. STEDEC, Lahore. PHA, Islamabad.

16. The Managing Director,
NEECA, Islamabad.

Subject: CYBER SECURITY ADVISORY (ADVISORY NO.45, 46, 47, 48, 49 &
50)

Please find enclose herewith a copy of Cabinet Division’s, Cabinet Secretariat

(NTISB) Letters dated 16™ November, 2022 on the subject cited above for information &

compliance.

Encl: As above.

(SAEED AHIME 0JO)
Section Officer (Coor
Tel: 9202520

Copy for information to:-

i.  PS to Secretary, MoST.

ii. PS to Additional Secretary, MoST.
iii.  PA to Deputy Secretary (Admn), MoST.
iv.  All heads of Wing’s, MoST.

v. SO (Estt.), MoST.
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GOVERNMENT OF PAKISTAN

3 1 CABINET SECRETARIAT
_ CABINET DIVISION
: i (NTISB)
NO* -5/2003 (N'II {B II) Islamabad, the 16" November, 2022
Subject - A lEIZero Day Vulnerability ~ iOS and iPadOS (Advisory No.45)
_ 4 Appl?s_ has released a security update for zero-day vuinerability CVE-
- ?3 20é2 42827 that allows an attacker to perform arbitrary code execution. _
.T? A 2.‘ i The;’ulnerablllty affects iPhone 8 and later, iPad Pro all models iPad Atr"/'
4 ": i 3"’ gnnnratlon angd! later, iPad. 5t generation and iPad mngenmam_M
_ -~ c
{% T Users are adwseg to update devices from official app store.
-1 ‘\ W L_, ''''' T2
| -~ S 3* A Kmdfy dlssemlnate the above message to all concerned in your
' orgamza*!ons all attachedl affiliated departments and ensure necessary protectlve
: measures :‘
B By /
Srem—y
% !01 k
' %4(‘\1 Muhainmhd Usman Tariq)
;» .:1 ; ssistant Segretary-ll (NTISB)
ﬁg% 1% h# 051-9204560
bl F: : Mlnlstrles I Divisions of Federal Government and Chief Secretarles
‘;"}l :;. . i .'
oo %
o Q _‘
H {. : Y ..A':
1. Secrgtary to the Prime Minister, Prime Minister Secretariat, Islamabad (\E N
2. Secretary to the President, Aiwan-e-Sadar, Islamabad ~ %
3. Cabinet Secretary, Cabinet Division, Islamabad ,HQQ
_ 4. Addmonal Secretary-lll, Cabinet Division, Islamabad T X
\ o 5. Direcfor General (Tech), Dte Gen, IS| Islamabad A
/:RS 6. Dlrector (iT) Cabinet Division, Islamabad O
IR O i
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1’ j - GOVERNMENT OF PAKISTAN
EZ IS : CABINET SECRETARIAT
T i CABINET DIVISION
S 1 (NTISB) _
. ?;?3.‘1-5343903 (NTIg !;B-II)E' Islamabad, the 16" November, 2022

. 39 "ject; — C ber' Securrtv Advisory - Zimbra Releases Path for Actively Exploited

vulnerablllty in i

Vuln%rabrhtv (Advisory No.46)
i Confext t' Zimbra has released patch for actively exploited

S ollaboratlon suite. The existing vulnerability could be exploited to

: upload_"arbltrar .~_'Ailes to vulnerable instances and infect them as a web shell. As

pe:r;..imtlal estrma:l ar?und 1,600x Zimbra servers have been infected that include

key org:anrzatlon f} gévernment telecommunication and IT sectors.

RN A

2k g Modéo erandi

:,j Li i. o a. ‘iThreat actors can weaponize existing exploits by sending an email

I R ;i;rWIth a crafted TAR archive attachment. The received email, along
ST § with the attachment, is submitted to Amavis which in turn uses
* 3 1C|JI6 module to trigger the exploit.
g | b ' Varlous APT groups are tapprng this exploit to systematrcally

" dow nload links are as under -

& infect all vuinerable servers.” All ZCS instances using cpio are
ﬁaffected by this vulnerability.

Patcﬁes Ugdates Patches of following Zimbra versions, along with

I
g
E
T

I
* % a lmhra 9.0.0 Patch 27
E : https /Iwiki.zimbra.com/wiki/Zimbra_Releases/9.0. 0/P27 3
| I b £Zimbra 8.8.15 Patch 34
| ’ é(https Ifwiki.zimbra. com!wrku'Zlmbra Releases/8.8.15/P34)
43¢ | Recommendation. Administrators of Zimbra Collaboration suite are

5,,3.-*1 ; Kind[§
i orgamzptrons al
i’ measures.

B I eIttt

advrsed ‘to apply patches mentioned in para-3 immediately.

;r drsseminate the above message to all concerned in your

attachedl affiliated departments and ensure necessary protective
] H_

;i i :

Ho -l

ST l - M. Usman Tariq)
ST % istant Sedretary-Il (NTISB)
T zi * ; | h# 051-9204560

3 'AEI Secretaries of,Mm.str:es | Divisions_of Federal Government and Chief Secretaries

- of Provmclal Gové?nments

Copy to - : ;
o 1 Secretary to the Prime Minister, Prime Minister Secretariat, Islamabad
2 Secréfary to the President, Aiwan-e-Sadar, Islamabad
:i 3. Cabingt Secretary, Cabinet Division, Istamabad
5. 4 Additignal Secretary-lii, Cabinet Division, Islamabad
i B, Drrectgr General (Tech), Dte Gen, ISI Islamabad
6.

Dlrecter (IT) Cabinet Division, Islamabad
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GOVERNMENT OF PAKISTAN
CABINET SECRETARIAT
CABINET DIVISION

(NTISB)

Islamabad, the 16th November 2022
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15/2003 (NTIEB-

: - Cyb& Sei:urltv Advisory — Wordpress Addresses More Than A Dozen
i Bug&in Update (Advisory No.47)

3

1 {  Confext.

WordPress is a widely used PHP based open source
websute developEent 1ool Recent!y a vulnerablllty (CVE 2021- 25094) is identified

'2 3 “% Im p t The identified vulnerabilittes can allow attackers to hack

> u

websutes As pergmedla reports attackers have targeted around 1.4 million internet

Web Administrators are advised to perform regular maintenance
Py pdating latest plugins and installing security patches.
i

S
;_._A.._

Isf\dmlmstrators must also update to Tatsu's Builder version
_'3313 |
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' 5|stant Segretary-1l (NTISB)

}M Usman Tariq)
hi# 051-9204560

i
P
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Secrel ry to the Prime Minister, Prime Minister Secretariat, Islamabad
Secrryto the President, Aiwan-e-Sadar, Islamabad

Cabiriet Secretary, Cabinet Division, Islamabad

Addlt%nal Secretary-llf Cabinet Division, Islamabad

i rGeneral (Tech), Dte Gen, ISI Istamabad

r (IT), Cabinet Division, Islamabad
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e Liﬁ"rra'ry re adwse update Apache to the latest version 1. 10.0 immediate! Y.
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I A GOVERNMENT OF PAKISTAN

EERE S S l CABINET SECRETARIAT

SN N ! CABINET DIVISION

(BRI ! (NTISB)

5 NQ‘-,-:1'5’?003 (NTISB-I1) i | Islamabad, the [ {, November, 2022

CTREE 5 S g "

e quiject:j - CybeF'Security Advisory — Apache Vulnerability (Advisory No.48)

ER 5 . '

[ {i i @xt. | Recently, a vulnerability (CVE-2022-42889) in Apache

' ) cérjnmqns Text Abrary is identified that can be explonted to execute remote code on
. :. H ‘ ‘\

yerandi

% } :
:Apa:che Commons Text Library is an open source Java library
;=Wlth Interpolation system that allows developers to modify,
! dec?de generate and convert strings into base 64 value and vice

Vers’a

'_,_'berf:i)rm arbitrary remote code execution to get access to the

f_servers remotely.

PatciU.dates Administrators and users of Apache Commons Text

ftf i
Kmdlé:éidissemmate the above message to all concerned in your
‘_"a;ttachedlafflllated departments and ensure necessary protective

i

—

M. Usman Tariq)
snstant Secrtary—ll (NTISB)

i {
}i
i

!

Ph# 051-9204560

.T?.; TP 3 SIS M

Wy S L 5

T

All Secretanes of:M Mmlstrles | Divisions of Federal Government and Chief Secretaries

of Provmcnal Govemments

Copy to, - ;g'
4 Secrq'ttary to the Prime Minister, Prime Minister Secretariat, Islamabad
ty Secre‘fary to the President, Aiwan-e-Sadar, Islamabad
| Cabinet Secretary, Cabinet Division, Islamabad

Addltlgnal Secretary-ll, Cabinet Division, Islamabad
Director General (Tech), Dte Gen, ISl Islamabad

Du‘ecﬁ(lT? Cabinet Division, Islamabad
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£ | GOVERNMENT OF PAKISTAN
= CABINET SECRETARIAT

£ CABINET DIVISION

i (NTISB)

-l D7
‘-.ﬂiii

Islamabad, the 16 November, 2022

l Cont xt i It has been observed that cyber actors are using malicious

websnte"s with narljes simllar to the names of legitimate government websites. The
fake websﬂes n%mes comprises of common misspellings or short-names of

L government websites (called typosquatting attack) to deceive users to unwittingly
download files hd%ted ‘on malicious link. Downloading and executing such files will
compromlse endp%mt Ieadlng to attacker gaining access to system.

'1

P é{ i
-rttickVector . Social Engineering via emails to download
r ] ‘-:fmallmous files from legitimate looking NTC website.

g
i ‘Download Link. http:flflnance.gov.pk.ntc-gov.com

i #;, ;z- ; :Notlﬂcatlons dlspatched to government setups regarding
i i ; .ﬂeductlon of 2x day salary for flood relief victims. '
; i d. tiPackage Details. Malicious “.iso” files further contains following
SO %3)( additional files:-
: g(1) | circular_29092022.pdf (Circular for flood relief)
i ; : ?‘(7:2) * circular_29092022 . pdf.Ink (link [LNK] file to execute
l 2 malicious payload NisSrv.exe).
1213) . NisSrv.exe (Malicious payload).
i : - e. BotnetIC&C Communication. Following IPs are used for bot/C&C
"cI:ommunlcatlon -
1IN ; ( 1) % 51.210.32.103 (France).
i (2) | 54.145.6.146 (USA).
: f. %M&ﬂwafe___LbﬂltleS
%(1) § Ability to download additional payloads.
RN T :a (2) Bypass User Access Control with legitimate windows utilities like
‘ ‘ [ . cmd.exe, powershell.exe etc.
* ' 2§(3) { Upload files and stored usernames/passwords to C&C server.
& i
Fogs du o jé.mm_f o )
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4. Recommendations i @ oo g

a. Regularly update antiviruses such as Kaspersky, *Avura Avast etc and scan

systern regularly. 5

regular basis. ‘g
¢.  Uninstall all not in use applications and soft{‘:va
phones. :

d. Do not download attachments from emails unlegs you are;\sureiabqlft the
source. y ; ﬁ é :

e. Open Source  tools and scnpts }Eg such ?’as dnstwust
(https:/igithub.com/eleceef/dnstwist) must be remgularly used to enumerate
possible malicious domains aiming at a typosqugttlng attack Such domalns

(once found) must be blocked through PTA. ; & A ;

f. Awareness campaigns be carried out by all o%anlzatlonsldeqanments to
educate their officials about such attacks. 3 i i ’ - '

i E 4 f : A

; : I

4 Kindly dlssemlnate the above message aI! concerned m your

measures.

Sistant Se retary-1i (NTISB)

gll Usman Tarlq)
hit 051-9204560

of Provincial Governments. 'F -
Copy to: - _ | f- g - '

1. Secretary to the Prime Minister, Prime Mmlster Segretarlat Islamabad . ;

2. Secretary to the President, Aiwan-e-Sadar, Islama:Bad -

3. Cabinet Secretary, Cabinet Division, Islamabhd “ﬁ -

4.  Additional Secretary-Ill, Cabinet Division, Islamabad SIS S

5. Director General (Tech), Dte Gen, IS! Islamabad| % 4 CR

6. Director (IT), Cabinet Division, Islamabad ? : e b
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! GOVERNMENT OF PAKISTAN
CABINET SECRETARIAT
CABINET DIVISION

(NTISB) 5
: Islamabad, the 16t November, 2022

[Sory: - Cyber Security for National Integrated Dashboard (NID)
infi' Déveloped by Ministry of Planning Development & Special

es and Pakistan Bureau of statistics (PBS) {Advisory No.50)

_;ato §facnlltate countrys top executives in decision making. NID

5" :

58 edE data of many critical stakeholders such as Ministry of Finance,
Energy, SBP and FER etc.

.. &l ‘A'

(E sman Tariq)

A351stant Secretary-ll (NTISB)
Phit 051-9204560

e MR R T el L AYEE VN T

Mlmstry of .Elanmng, Development and Special Initiatives,

!-“*lﬂ.aii_a_d»?rz

COpy to: - . |
- 1. All Secretanes of Ministries/Divisions of Federal Government and Chief

. T A b A s B T R e M Rt IR Sy
g R AR A e ) B e e : .
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i § i~ Secrefaries of Provincial Governments.
E 4 Secre;ary to the Prime Minister, Prime Minister Secretariat, Islamabad
s+ 3. Secrefary to the President, Aiwan-e-Sadar, Islamabad
© 4. Cabinet Secretary, Cabinet Division, Islamabad
~: B, Additional Secretary-Ill, Cabinet D|V|S|on Islamabad
1. 6. Director General (Tech), Dte Gen, ISI Islamabad
3¢ T D|rector (IT) Cabinet Division, Istamabad
P A VU .
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GUIDELINES FOR EMAIL SECURITY.

1. Introduction. Email sefvice (e.g., Yahoo, Gmaj" o
server) is an important part of IT infrastructure. Though it i

operational email service, but, email service may fall victim to

security practices like password protection on documents;, qs%: :. ¢
antispam and anti-phishing mechanism etc are not applied.: a'I'he recorhly
follow secure email practices proposed atpara2&3to safggu E ) i
and sensitive data ieakage. 5 "
2. Recommendations for Email Users g ;
a.  Use Strong Passwords § oo
(1) To ensure email security, alwaysg u ; e
employing combination of alphanuménc
and lower case letters. i b
(2)  Avoid using general and easily gu?ss E
own/family names, vehicle registrationinu 3B
(3)  Regularly change passwords. 7 _
b.  Avoid Email ID Exposure | B T
(1)  Avoid sharing email 1D with unknown persons ';7__;;; |
(2) . Always confirm the identity of the |r!divi *s er
being sent/received. ; ? t._‘,_:'.‘ .
(3) ~ Avoid providing personal details in stglsp ;
(4) Never use official email for privat{"e ; : 1
separate email IDs for personal and offi ice.
(5)  Never configure/use official email on ngnob % 3
c.  Be Aware of Phishing attacks ’; _ i ¢
(1) Never open email attachments from unkn Gt sourcesfsen@:'f_ :
(2) If an email seems suspicious, jusi ignpre it evén c? nt try ti)
unsubscribe it by clicking unsubscrlbe l|n'_as it may}tauoi fhacker fo

access your emails data. g

(3) Never open any attachment without antl-v"‘"s scan.

(4) If any suspicious email s recelve
Administrator of your organization. ?

d. Always Send Password Protected Documents g

(1) Ali email attachments sent must be encryp,‘

(2)  Password must be communicated th .__:r.
as SMS, Call or WhatsApp message. ! -

3

3
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PR Genef‘al Ga nidelines

i . g, OTP via call/message, password reenter mechanism etc.
;' Ne%er share your One Time Password (OTP) with anyone.

;'Enc;point (computer system or laptop) on which official emall/data is
i belng accessed/sent must be secured through reputed, licensed and
gup?ated antivirus/anti-malware solution.

(2) Alw,ays keep system Firewalls activated and updated.

Use ' Obust Paid Anti-Spam Filters

(1) 4
(2)

¥ Usé reputed Spam Filters

fj_ gwt rely on Google/Yahoo's Spam Filters as email attackers have
much sophisticate.

Avol -- toring Data on Cloud Storage

4} Ne\fer store personal and official data on cloud storage.

(2) ‘Avo%d suing online document converting tools (Word to PDF etc) with
L cloud based data storage technology.

.-::._Publlc WiFi is more susceptible to attack as compared to private
%*'wﬁi

(2) ﬁ Pubhc WIFi Administrator might be monitoring network traffic and
data sent online via internet packets.

' '.-'.Pasaswords may be stored by network Administrator. Therefore,
%voiid using public WiFi for accessing personal/official emait.

: :='Perfodically review email account security settings.

=':}Reguiarly check and apply secunty updates

Use of 'Secure SSL Certificates

(1) ,%:Emall server should be hosted on secure domams with valid HTTPS
#SSL certificate.

(2) SSL certificate can eb obtained from trusted vendors like GoDaddy,

GIobaIS|gn or Verisign etc.

(3) f SFree SSL certificates may also be obtained via certificates authorities
glike !.etsEncrypt (letsencrypt.org) or ZeroSSL etc.




Prevention against Spamming, Sgoofmg and Phlshing To restrlct

Spamming, Spoofing and Phnshmg following step .must be |mplemented on ]
§

email server (DNS record):- -

(1) Sender Policy Framework {SPF)
(2) DomainKeys Identified Mail (DKIM) : :
(3 DMARC (Domain-based Message Authen catlon Reportlng and

A NP

Conformance) i_ j
Always verify and test the domain for above confi guratlon (Para 3Ip) by
checking through online websites like dmarcian. cgm (DMARC Insrjector) §_1
.- dkimvalidator.com (DKIM Validator) and mail-tester com (Spam Test)
, If email server doesn't qualify the above test (Para@c) then it shouldn t be
deployed in production environment. ' ' i
General Guidelines

(1) Regularly examine email server configuraitiléns to pre(r:ent q%?ﬁguratidn
drift, é '

(2) Educate and train users on use of Advancqﬁd Encryptlon Standard
(AES) for documents (Word, PDF, PowerPolnt etc) to be shared
through email.
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