
No.10(6)/2016-Coord
Government of Pakistan

Ministry of Science and Technology
******

1. The Chairman,

PcsBEl@cll
4. The Chairman,

PSF,E!@E!L

7. The Chairman,

PCST,!!4!s!t
10. The Director General,

PCRET,E!ryDqL

13. The Rector,

NUTECH,!g!@be!L

16. The Managing Director,

NEECA, Islamabad.

The Director General,

NIo,tssBeE
The Rector,

cu,@c!L
The Director General,

PNAC, Islamabad.

I l. The Chairman,

CWHR,@9E
14. The Managing Director,

STEDEC,La@.

Islamabad, I 16 October, 2022

3. The Director General,

PSQCA, XerssE
6. The Director General,

Nre'lslsqsEsl
9. The Rector,

NUSr,!s!@Et
12. The Chairman,

PEc,E!ryball
15 The Director General,

PHA,E!c!q@L

2

5

E

sEc AI)VISORY PHIS G ATTA K
Subject: CYB

IDE 2022 (NtVISORYNo.42)

Please find enclose herewith a copy of cabinet Division's, cabinet secretariat

(NTISB) Letter No.I -5/2003(NTISB-II) dated 46 october, 2022 ortthe subject cited above for

information & comPliance.

Encl: As above.

., *T;SIv;;
Section Officer (Coord)

Tel:9202520

Copy for information to:-

i. PS to Secretary, MoST.

ii. PS to Additional Secretary, MoST.

iii. All heads of Wing's, MoST'

iv. SO (Estt'), MoST'



GOVERNMENT OF PAKISTAN
CABINET SECRETARIAT

CABINET DIVISION
(NTlSB)

No. 1-5/2003 (NTISB-It) lslamabad, the 4th October, 2022

Subject: - Cvber Securi Advisory - PhishinE Email Attack IDEAS 2022(Advisorv No. 42)

lnternationar Defence Exhibition and seminar (IDEAS) is conducted by
Defence Export Promotion organization (DEpo). IDEAS-2022 is scheduled on
15-18 Novembet,2022 at Expo centre Karachi, ln this context, various fake emails
pertaining to IDEAS/ DEPo have been received to various key appointment holders.
Recentiy, a spear phishing emaii campaign with attached document iDEAs 22
Sponsorships.pdf has been observed. On clicking the document, it leads to a
phishing page that asks for cmait password. Analysis is attached as Appendix-!.

2. The situation warrants vrgilance and adoption of preventive measures ,
against spear phishing email attacks. All concerned are required to adopt a i
comprehensive email security and authenticity mechanism during corresponuence$
Few recommended best practices, but not limited to, against phishing emails are a\]
follows: I

o
Always be vigilant and ensure identity of sender. Do not ctick on l
link before verifying its sender. o

Never enter passwords without identifying link of website.

Deploy a SPAM filter that detects viruses, blank senders, etc.

Keep all systems up-to-date with latest security patches/

updates.

Always use an antivirus solution, schedule signature update

and monitor the antivirus status on all equipment.

Develop and implement an email security policy that is n

limited to password expiration and complexity.

Ask your system/ email administrator to deploy a web filter t
block malicious websites.

Ensure that all your email is effectively slgned (DKIM) and verifie

on delivery (DMARC) to protect from attackers trying to send
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3. Kindly disseminate the above message to all concerned in your

ministries/ divisions/ departments including all attached/ affiliated departments

and ensure necessary protective measures.

(

All Secretaries of Ministries / Divisions of Federal Government and Chigf Secretaries
of Provincial GovelnnDents

Copy to: -

1. Secretary to the Prime Minister, Prime Minister Secretariat, lslamabad
2. Secretary to the President, Aiwan-e-Sadar, lslamabad
3. Cabinet Secretary, Cabinet Divisaon, lslamabad
4. Additional Secretary-lll, Cabinet Division, lslamabad
5. Director General (Tech), Dte Gen, lsl lslamabad
6. Director (lT), Cabinet Division, lslamabad

istant ry-ll (NTISB)
051-9204560

Usman Tariq)
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Appendix-l

4l{A_L
.YSIS 

OF PHISHING EMAI L -- IDEAS 22 SPONSORSHIP.DdI

Ein eI E Ell(!!|I. D E P O P a ki s ta n ( s-o-,_e.p\v@mq b.!ovx k)

pqcument, IDEAS 22 Sponsorships.pdl

Email Detai s

E EmErl conta ned a pdf document with a pushbutton image and

malicious hnk. On clicking. ,t leads to malicious link with phlshing page,

ask ng for Gi-narl oassword. Generelly, the attaok campsign is of low-

level and easily identifiable Usually suon links u8e Adobe Acrobat

PDF,

b. The lir.ks emberlded in phishing POF files often take the user to a

masqueraded website, fronr where user are redirected to a malicious

website

a. These phlshing tiles rjo not necessarily carry a sPecifrc message, as

tirey are r,i()stly static iiirages vrith a picttrre of a plsy bu*cn ingrained

ir) tl'eo-.r. l.,pon clicking the pla:v button, user is redirected to another

v,/ebs t-'.


