F. No. 2(16)/2022-Misc-IT
Government of Pakistan
Ministry of Science & Technology

AANWRTE

Islamabad, the 12" February, 2024

1, The Chairman, 2. The Chairman, 3. The Chairman,
PCSIR, Islamabad, PSF, Ilslamabad. PCST, Islamabad.

4. The Chalrman, 5. The Chaliinan, 5. The Rector,
PEC, lslamabad. CWHR, Karachi. CUl, Islamabad.

7. The Rector, 8. The Rector, 9. The Dirsctor General,
NUST, Islamabad, NUTECH, Islamabad. PNAC, Islamabad.

10. The Director General, 11, The Director General, 12. The Director General,
PCRET, lslamabad. NIE, lslamabad. PHA, Islamabad.

13. The Director General, 14. The Director General, 15. The Managing Director,
PSQCA, Karachi. NIO, Karachi. . STEDEC, Lahore,

Subject ~ FAKE EMAILS FORWARDED TO MINISTRIES/-DIVISION FROM E-MAIL ID
OF JS (COORD).

Dear Sir/ Madam,

Please fin_d‘encl‘ose_d herewith a copy of self-explanatory letter No.1-3/2018-
IT-12, dated 02" February, 2024, on the subject cited above for information and compliance.

/‘

- N’

Encl: As above

(Kamrin Nawaz Khan)
Deputy Electronics Adviser-|
051-9218304

Copy for Information to:
' APS to JEA, MoST,
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MOST INMEDLA LV

Government of Pakistan
Ministey of Information Technology and Telecommuniention

DIGITAL PAKISTAN
0600 de
F. No. 1:32018-IT-12 Islamabad the 2"¢ February, 2024
Subjock:  FAKE EMAILS FORWARDED YO MINISTRIES ( DIVISION FROME-MAIL
IR QE 43 (COQRD),

Kirdly refer -{o- NTISB's- lelter.-numbar 1.5/2003/59/(NTISB-Il) dated

8” Oclober, 2023 on lhe subject cited abave.

2 ‘Remedial Measures’ (Annex-l) are lonwvarded harewith {ur inlormation and

compliance on priorily Lasss.

3 Please detall a focat person (IT Official) to saek further guidance fronm
Deputy Secretary, NTISB. Islamabad. M
. B\\% a4
SRR

¥

(Fakhira Akram)
Sectivn Officer (IT)
i Ph: 9215348
To all concerned Ministries / Divisions (Individually)

C‘opy for information.

1 PS 1o Secrelary. Mol TT, Islamabad
4 Scuratary. NTISTH [slaeratnd
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Annex-|

REMEDIAL MEASURES

. All the hard drives of infected systems should be isolated immediately.

. .Connect new hard drives to the systems, install latest registered windows.
vadate and install latest updates and drivers.

. Cracked software should not be installed.

. Install any highly repuled antivirus alongside windows defender. Install'updates.
And scan the whole computer.

. Copy the required data from isolated hard drives without opening any file as per

following:

i. Do not paste any file that is in compressed archive, i.e. rar,7z,zip.tar etc.
If necessary, copy the extracted file.
ii. Pasteonly document files, i.e. doc, docx pdf, xls, etc.
iii.  Scan above files with updated antivirus. '
iv. ~ Copy these files to new hard drives,
. Block all the 10Cs (Hashes, IPs, C&C) attached atAppendlx I (ATP Attack
Flles) |
7. Block all the IOCs/Hashes for'othe.r detected malware. -
8. Follow all the recomm Jndauons mentioned i ln NTISB s advisories.
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Q Attachment View

Annex-MV: List ol Maliclaous Files, hoshes and thelr C&Cs
\ya! PR ' 5tk YL P FO( S aes

PDF_Readeriaxe | 4c40(bh701d062a7d068a316a0h297184 ./ 151,236.30.248 "'
R POF_Reader.oxe | A0705(0e3214270d6de155dc72(56747 45.86.162.12
3. ¢ ! o $1.236.9.174 [Domain
i msas.msl 7¢lc1d21554dcald@ou861481703(53 106 Name'
_________ B e e LB o | .Outlook, omcewob hve)
4. Sacur3dd.dll (.R'iadoecl:OnOOG?Onblﬁl Lllbba?blzo 209.197.3.8
5. Blsexe | d67(b0753¢5aI2055(6¢a88264903(05 flp://193.109.120.133:443
—p— T . rm’r" i T :r P , ~"_;‘ R
6. Adobo_PDF,exe aqceuswxaaosecadcvtsmdboaa.moaas‘ #5.239.61:53 i
7 Blsx.axa fS‘)u‘J138f07c7d387cf3ba887u(508279 tp://194.36.188.0:443
8. Dart.exe 9af6007dd8a;Bdmboaralbbromesa ¥ 194.6 1.120,50:8080
9 stx.exe 14n6825806747636222¢157024391068, 188.119,149,201
10. | gog.exe 4bEhB135c2d48891c68¢c66cdDI34c40
11, [ Kashemir T i e N ,
Solidarity Day 23516a147bca33113d55feeqc023252( 23.163.0.133
05.02.2023.doc s
12. 2023 Military _ : et '
7 $S.gov.pk
Awaids pefiehin ©326777a34b12752b662(8316¢(58803 Bbss.gov.p
13. Kashmir ' it s : '
Report.rar | 992’«.:,lacacoa7(07_12c387&2.\96d4d430 151.236.30,248
serp.exe : - S el . '
14. Notice 3rd : il R WA i
meeting EC d6cfdb!a39922'7.1dc‘8fceqief_3d0a852 3
SIFC.rar - Ehl
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