I'. No. 3(5)/2023-NTISB-EW
Government of Pakistan
Ministry of Science & Technology

Aok ok ok ok
Islamabad, the 28" September, 2023
Rector, Chairman, Chairman, Chairman,
COMSATS PSF, PCSIR, PCST;
Islamabad Islamabad Islamabad Islamabad
Rector, NUST, Director General, Director General, Chairman,
;slamabad NIO, Karachi PSQCA, Karachi. PEC, Islamabad
/VRecmr, NUTECH, Chairman, Director General, Managing Director,
Jslamabad CWHR, Karachi PNAC, Islamabad STEDEC, Lahore.
Director General, Director General, Managing Director, Director General,
PCRET, Islamabad | NIE, Islamabad NEECA, Islamabad PHA, Islamabad

Subject:

Cyber Security Advisory — Latest Android iid Patches/Updates/Fixing Zero Day
Vulnerabilities (Advisory No. 55)

Cyber Security Advisory — Apple iPhones Targeted with Blast Pass Exploit to Deploy
Pegasus Spyware (Advisory No. 56)

Cyber Security Advisory —Adobe Acrobat Reader Critical Vulnerabilities Patch
Available (Advisory No. 58)

Cyber Security Advisory — Google Chrome Version Updated (Advisory No. 59)

Dear Sir/ Madam,

Please find enclose herewith the subject advisories received from National Telecom

and Information Technology Security Board (NTISB) Cabinet Division, for information and

strict compliance.

Encl: As above.

v--ﬁmw

(Kamran Nawal.l han)
Deputy Electronics Adviser-1
051-9216304

Copy for informnation to:

I.  Network Administrator, MoST

IIl.  APS10JEA, MoST
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| No. 1-5/200 i,(NTISB-I» i Islamabad, the .2.) September, 2023
N . = 4!
- Subject:-  [Cybe S‘”urit Advisory - Latest Android Patches/Updates/Fixin
A ¢ fZero [)aw?NVlllnerabllltnes (Advisory No. 55)
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Recentlyt-fGoogfe has applied patches to Android QS versions 11, 12
5; n

i 1 ‘
“"P(; %nd 13 wa Google ﬁ _"y Protect service, fixing 32x flaws including one zero- -day
v

:23 35674 (privilege aiation flaw affecting android

%nggto remote code execution). These updates are flcated

innmg OS version 11 and above.

0 «
'f 2 r‘ Above ew all android OS users are advised to enable Google Play

| P}
lPrOtPCt* =ervpce to re Bive notifications for latest updates. Also, devices running
2 ~anpr0|d OS Verswv i'?‘._ and below are advised to update to the latest versions (1
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N or dbO\ﬁe) ;
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'j i o:gamzatlons all

' Kmdly digseminale the above information to all concerned in your

'lamedlaffillated departments and ensure necessary

protect]v:-: meas ures \
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ii (“Iluhammad sman Tariq)
ss‘nstant Secretary-il (NTISE)
Ph# 051-9204560

f"istrlleleWImons of the Federal Government and Chief
hclal Governments

1{, % !

‘rCopy to: r- Il
i T4

IL' i s !

1 _fI:i, Secretary -*_; the Prime Mmlster Prime Minister Secretariat, Islamabad

i ﬁv Secretany the President, Aiwan-e-Sadar, Islamabad
i § B* ¢abinel Sret’ ry, Cabinet Division, Islamabad
§ i 4, \dditioral .'cr tary-Ill, Cabinet Division, Islamabad
SR 3 irector General’ (Tech) Dte Gen, IS Islamabad
e ' l ?; [Dlrector(lfail Ce?brnet Division, Islamabad .:
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Cyber i

Islamabad, the .’ & September, 2023

— Apple iPhones Targeted with Blast Pass
ploy Pegasus Spyware (Advisory No. 56)

i I 3,Reportedty. Apple iPhone users are being targeted by
NSO Group' I{'lefariou pyware i.e. Pegasus. The exploitation process is instigated
Bthrﬂgh}i}\ﬂesil‘age fea,fe (CVE-2023-41061 and CVE-2023-41064) for deployment

k (i . 4
of Blast'iil?asr%j(zero d@:am# zero click malware).
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i2. 1y i,’ Blast Pass

Il £
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_ ploit. Blast Pass is capable of infecting OS latest
:iver:sionésf(1616) with.o gilus%r interaction. In this regard, Apple has issued remedial
:lad\?isorggfor ]Phone u'

¢

| "rs.lAppIe has also generated alerts to inform its users for
g‘geté‘d by ‘iﬂ

' Pegasus spyware or likely targeted by state-sponsored
1 | Al 1
i‘atté'ckeg’s‘. A;L'ple usergiiare urged to follow safety steps mentioned at para-3 to
: i i1 | . |

-beifng :
: pre:vfentf'a'gairjl?ét Blast
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] "1| :'J iy !“
fety Steps to Blast Pass Exploit

3. b % ggecifzc
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:' ss|Pegasus exploit and other prevalent cyber-attacks.

i

idtely upgrade to iOS latest version (16.6.1 or above)

[L;vers majority of security updates related to ongoing

g

ockdown mode (optional; extreme protection mode) to
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ast Pass attack.

_ L {
!; £ iMessage feature available in iPhones.
if 1
4. rity Steps for Apple Users
! It
| ¥ devices with strong passcodes and use two factor
;‘ . ! ’Fations on Apple ID.
l u ] apps from official Apple Store only to avoid
¥ 1 Ware/infection.

i g | i} no ymity-based solutions (over internet while surfing) and

| [ . ma8k identity of key appointmient holders/individuals.
: | ‘1; | " I
E i { Cil Al ';_-' isable location from Apple devices.
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\0 e. Subscribe to Apple's security bulleting, thfeat notifi_ctatioin,s angd
‘ auto OS update features. k- 15
i .
Strictly avoid using phones at sensitive :i-‘?- tions!mé?tingé. i
i g |
3. Kindly disseminate the above information to ’5 concerned in your |
Bl o3 -
organizations, all attached/affiliated departments ,ancg- ensure :I necessary |
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1. Secretary to the Prime Minister, Prime Minister Gtetariat, IglamQtjad : L
2. Secretary to the President, Aiwan-e-Sadar, Isls ] & i
3. Cabinet Secretary, Cabinet Division, Islamaba {11 i i
4. Additional Secretary-lll, Cabinet Division, Islan SO R A
5.  Director General (Tech), Dte Gen, ISI Islamab i {
6. Director (IT), Cabinet Division, Islamabad N T
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Islamabad, the )| September, 2024

g‘}.‘Cyber rity Advisory -
Vulnerapiliti

Adobe _Acrobat Reader _Critica )
s Patch Avatlable (Adv:sory No. 58)

L'-_-

l‘ecently released se

curity updates for Adobe Acrobat

ns to fix critical zero-d ay vulnerability (CVE-2023. 26369;
i R motHCo le Executibn Vulnerablllty) runni

g on Apple and Microsoft devices. Non
—pgtchi{lg of the upda es Fan be exploited by threat actors to execute
code H0wever expl‘atlon requires

o

malicious

ser interaction (user must open a malicious
r . Affected producis include:

'crgbat DC versions 23.003.20284 (and earlier)

bat Reader DC versions 23.003.20284 (and earlier)

> ‘ciobat 2020 versions 20.005.30516 (earlier) for Mac &
BB0514 (and earlier) for Windows

e ———

S f‘ crobat Reader 2020 versions 20.005.30516 (
:-& 20 005.30514 (and earlier) for Widows
' adv:sed to update their s

and earlier)

software to the latest vercinns

,compdtlblllty from official stores: Adobe Acrobat Reader
At |

{20.005.30524; dated 13 September, 203 (or above).
o

3. 'medte the above information to all concerned in your
:brg;j iza 'on%. all aachedlafflliated departments and ensure necessary
protectivy 4;; ! & 9
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(M hammad’g an Tariq)

: Assistant Secretgry-ii (NTISE)

! /’ Ph# 051-9204560
i b
: ederal Government_and _Chief
T

retary to the PM, Prime Minister's Secretariat, Islamabad

Secretafyt_the President, Aiwan-e-Sadar, Islamabad

Cabinet Seg [etary, Cabinet Division, l:;lamabad

Additional Secretary-1l, Cabinet DMS!OII Islamabad

e

D rector General (lech) Dte Gen, ISI Islamabad
ICaanet Division, Islamabdd
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No. 1-5/2003 (MTISB-II) Islamabad, th ;]Septembe%r, 2023
Subject: - Cyber Security Advisory - Google Chrome Ver‘n UpdateJAdv:sorv

Mo, 59) 5 ‘ b % ] *

.

softwaie version to fix critical vulnerability GVE- 2023 48(?3 .' fer ovcrflow m WebP
Code Library. Googie Chiome updated version 116. 05845"7 for Mac and Linux i;
and version 116.0.5845.187.188 is available for Wmd?w .ystems iTheT gﬂaw it ¢

exploited, may lead to DDoS attack and Remote Code Exe_‘-

,p

" pages. ; B
r" ! 1 { :‘ i ‘.
2, Above in view, Chrome users are ret‘ommc,ndedo update to the latest |
varsion from official stores .1' g
3. Kindly disseminate the above information to.‘!l concerned m your !

ensure neéessary
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e w.‘

{ #051 2045 60 i li
% { ]
All Secretatries _of Ministries/Divisions _of _the Federh vernment and Chlefl
Secretaries of the Provincial Governments i i Cod a
11 i 4 |
R : f b
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1. Principal Secretary to the Prime Minister, Prlm M nlster S Secretarlat
Islamabac " T
7. Secrelary to the President, Aiwan-e-Sadar, lc.lama ad | '
3. Cabinet Secretary, Cabinat Division, Islamabad ‘ :
4. Additional Secretary-ll, Cabinet Division, I';lar“nab d i
5. Director General (Torln Die Gen, 1S Islamabad | !
f Divacior (IT), Cabinef Division, Islamabad i i i
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