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1. The Chairman, 2.
PCSIR, Islamabad.

4. The Chairman, 5.
PEC, Islamabad.

7. The Rector, 8.

NUST, Islamabad.

. No. 3(5)/2023-NTISB-EW

Government of Pakistan
stry of Science & Technology

WhhhNAK

The Chairman, 3.
PSF, Islamabad.
The Chairman, 6.
CWHR, Karachi.
The Rector, 9.

NUTECH, Islamabad.

8

)
Islamabad, the 23 February, 2024

The Chairman,|, ,
PCST, Islamabad.

" The Rector,

CuUl, lslamabad.’
The Director General,

PNAC,
The Director General,

Islamabad.

10. The Director General, 11. The Director General, 12.
PCRET, Isfamabad. NIE, lslainabad, PHA, islamabad.
13. The Director General, 14. The Director General, 15. The Managing ,'JDfrector.
. |
PSQCA, Karachi. NIO, Karachi. STEDEC, Lahore.
Subject: Cyber Security Advisory — Fake/ Malicious Website Spoofed as
Leqitimate Government Website (MoIT&IT /FIA) (Advisory No. 01).
Cyber Security Advisory - Apple Products Zero Day Attaick Latest
Mitigation Measures (Advisory No. 02)
Pakistan’s Digital Blackout — Fake Propaganda and Responsej Initiative
at Financial Sector (Advisory No. 03).
Dear Sir/ Madam,

Please find enclose hzrewith the subject advisories received from National

Telecom and Information Technology Security Board (NTISB) Cabinet Division, for

information and strict compliance.

Encl: As above

Copy for Information to:
i. APStoJEA, MoST.
ii. Network Administrator, M

oST.

B _——)Ll Ll
(Kamran Nawaz K(\an)

Deputy Electronics Adviser-I

051-9216304
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UUVERKNMENL UPB FPAKLIYLAIN
CABINET SECRETARIAT'

CABINET DIVISION - S |
(NTISB) - b
F. No. 1-5/2003/24(INTISB-II) Islamabad the13 Fcbruary, 2024
|
I
Subject: - Cyber Security Advisory — Fake/Malicious Website SDc»'o["ed _as
Lemtlmqte Government Website (MoIT&T/FIA) (Adeorv Nc»‘. Dl)
[ t
Introduction. A new spoodfed websm:; J.mpersonatmglas 'l_elf‘;mmate

government website (MoIT&T/FIA) used for hacking purposés (spreading viai \SM cl‘nannels)

by hacker groups has been identified. Details of spoofed websﬁes ate as: follows:? :

';i......-:i.'

g) KJ\}I Ser Website Purpose || C&C/‘IP !;" Lx’nkage
AN a. | https://moitt-govv-pk.fia- | Hacking |177.83.196.59 Sldquder
ARy gov.net | bait  via [I(HZ Hosting || APT [ (Tadia
W b | hups://moitt-gov-pk.fia- | spoofing |'Ltd, Poland, |
= 2% gov.net/364896null/file.rtf : éEurope) v
0N & a ' ' ; I i
2 Mitigation. Above in view, please avoxd openmg/tesuagv :above
mentioned websites. Also, IT administrator are requested to blacklist said ‘vebsltgz/C&C
servers (where applicable). : 11 4
3 - Kindly disseminate the. above informatio'r_l to all concerned Eitll your
‘ organizations, all attached/affiliated departments and ensure neceséary pfofective
measures. o B
=%
S\Hﬂ}i (Muhammad gsman Tariq)
V«i{i Assistant Secretary-II (NTISB)
g Pn# 051-9204560
L!:T ;‘:- A” i
0

“Secretaries of the Provincial Governments

Copy to: |

1. Principal Secretary o the PM, Prime Minister’s Secretasiat, Isl'lmabad
2. Secretary to the President, Aiwan-e-Sadat, Islamabad s
3. Cabinet Secretary, Cabinet Division, Islamabad

4. Additonal Secretary-111, Cabinet Division, Islamabad

5. Director General (T'ech), Dte Gen, ISI Islamabad ;

6.  Director (IT), Cabinet Division, Islqmqqu '
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.Na..

e opnin

GOVERNMENT QF PAKISTAN
CABINET SECRETARIAT ‘

CABINET DIVISION l g
~ (NTISB) Q A "Z g
: { . ‘ e -
o ; 1 l | B I T T
F. No. 1-5/2003/24(NTISB-11) Islarabad, the 13 Feb M /, 2024
» Subject: - __)LIM_S@S_LJ)L .Y.l§_0_l'JL.__A.12Pl L

w

Y

devices.

2,

sysdiagnose archive further 1dcntlfy1nb anomalies. durmg reboots linked to Pegasus

Miti

Introduction.

called iShutdown to detect zeto click spywates e.g; Pegasus, Reign and Prcdaton op

%

ires (Advisory No. 02) l ‘
Recently, Kaspetsky has introduced a light W .c1g )

ﬁu i
a

Technical Details. Kaspersky analyzed Shutdgwn.log file present \withm the

Ii vI v

the log file indicated reboot delays caused by sticky spyware processes. The log ﬁl.’le alsofshowcd

a common infection path (/private/vat/db) shown by other iOS malware families. ’

"
J.

following recommendations must be incorporated:

4

,

a

"\l_‘(f.:’?[/.

)y

7.':
dme

veon

Mitigation Measutes.

a.

£

ol

!
To Safeguard against advanced spyware on iOS,
I ] B
| Lo
| i
Reboot the device daily/regulatly as it caﬁtses hindrance for.attackcr by

compelling them to.infect devices.each time after reboot. ! T
l

Enable Jockdown mode on the device to l#lock 108 malware i‘tlf;:ction.

Disable iMessage and FaceTime on the device which can serve as an

|
f

attractive exploitation vector.
. |
Avoid clicking on suspicious links recci?ed in messages, SMS other

messengers or emails.

Regularly check backups and sysdiags (sy}stcm diagnosis) for potendal

malware. g

l

Install latest OS version and Leep all ¢ qpph?qtmns upducd I

Additionally, use Kaspetsky’s new self-c Peck spyware dcthngll tool

available  on  GitFlub, (hllm//w\\w github.com/Kasperskylab/

|
Rt |
iShutdown) !

|
I
}
|
i
|

ple J,OS‘

|l ‘(lJ ISR I‘w

,Elntmes in
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5. Kindly disseminate the above information to all concerned in your
4
. L ceers .
organizations, all attached/affiliated departments and ensure necessary protective

mcasur?‘:

| uhamm d Usman Tariq)
5 Assistant S retary—II (NTISB)
§- | Ph# 051-9204560

All Ser‘tct'mes of Mlmstnes /Divisions of the Federal Government and Chief

Secretagleg of the Plglvmaal iGovernments ‘\ ‘ \
' ';‘. { | ' : . -
Copy to: b ;

i

l
#
{

Principal Secretary to the PM, Prime Ministet’s Secretariat, Islamabad,
Secretary to the President, Aiwan-c-Sadar, Islamabad

Cabinet Secretarir, Cabinet Division, Islamabad

Additional Sectetary-I1I, Cabinet Division, Islamabad

|« Ditector Gencxal (chh) Dte Gen, ISI Islamabad

Duect01 (ID), Cabinet Division, Islamabad

ey

l
il |
|

—
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e VERNMENT OF PAKIST!

il

CABINET SECRETARIAT k]

CABINET DIVISION 1l

| (NTISB) . f, =i | |
F. No. 1-5/2003/24(NTISB-1I) Islaximbad the 16th Fcﬂruary, 2024
. | iy

Subject: - Pakistan’s Digital Blackout — Fake Propa zlnda and Respornse I
s p 1 R

at Finandial Sector (Advu,orv No. 03) A ‘ | ,','7

|

¥
Resilient National Cyber Space and Ctitical In,formaﬂon Infrastr Icture (CII)
3

play a qgmﬁcant tole in the natiohal security “and’ economy, requiting a |cot p,rehepmve
ol
fi- ammrnrk for [ail-safe protection, Pakistun’s CIT is vulnetable to cyber-auaclw duk 1o non-

i

implementation of requisite cyber secutity (CS) measutes/ bcsL practices. Hence the existing .
vulnerabilities are not only exploited but also used as an add—oA to launch fake prop1ganda by

(

the Hostle Intelhgcnce Agencies (HIAS). !

2. A few examples depicting fake propaganda obse!rved are as under: |

a. Dec 2023. - An Indian hacket gronp ‘Wanguard” clzum‘ccl to have

taken down Pakistan’s .gov.pk domain. F ake plopaganda clalrm dlsarray

ST
/

/

b of Government agencies, educatlonal 1nst1tutlons and putThc service

websites, leaving the citizens frustrated and businesses scrami:hng.
5 1: {,l

Jan 2024.  An Indian hacker group | | «0UCC Error 404 Team”

T
[0

e

SECRE
Dy. No.mp
ted

L B claimed to have hacked/defaced Paklstan s critical websxtea qlcludmg
Govt of Pak, Defence, Aviation andiBanking Sec_tor I'he fake
propaganda ‘made by the hacker group clo—related the attaclg with the
Indian Republic Day (26 Jan). §

{

o |
. V83, Dark Web analysis and the above shared information depicts that thrcat from a

B E gnumbcr of hacker groups tatgeting {inancial/banking sector of ‘Paklstm is ummnem In the
) 5 gprevalhng environment, there is a dire need to ensure unplernenkmon of robust CS'rrieasures
by all Federal Ministries/Divisions, CII especially SBP (in coilqbormon with M.lmstry of
Finance and Banking sector). I is pertinent to mention that the followmg adv;:onllxi:s on the

| B

subject have already been shared with all stakeholders: [ .
| —

r;;“"‘""{ R a. Cyber Security Advisory - Surge in mecml/Bankn;g Scams &
w ‘,.z@ﬂf Prevention (Advisory No. 43, dated 4t August, 2023)

:S,\“‘" y b. Cyber Security Advisory - PreventlonAg'unstFmancmlScamAcques
““”"""/ - Impersonation as Govt Officials (Adwsory No: 5$ dated

|
l b '
i i‘\" 8th September, 2023)

A L d ‘ \

ORI W - sV | \
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4.

}
}

All Ministrieé/Divisions and SBP are advised to caution affiliated sctups

|
and ensure that necessary CFS measures/safeguards are in place to deter imminent threat.

|
i

5.

{
| |SBP Only. 'SBP is requested to disseminate the information with the

Banking|Sector immediate‘y and share certificate of compliance with NTISB (Cabinet

Divisign) on; ptiotity.

'
i
.

6.

i
i

|

}
|
B
.
i
1

"
) |
18
|

; !
| This issues with the approval of the Competent Authority.

\
|
{4

M |
Jie

l
i
|

J
|
t
1

uhammai.Usman Tariq)
Assistant Secietary-II (NTISB) .

R .  Ph 051-9204560
Govemot State Bank of Pakistan, R :

SBP, Hea]d Ofﬁce 3ed Flooig
LI Chun,drlgar Road, §
Karachl ! -

!h i

All‘ Secretanes of Mmls{nes/Dmsmns of the Federal Govemment and Chlef

Secreta nes of thie Provincial Govetnments
| . |
‘Copy tp: ' 3
boifig ok ’
§ I. Prmc1pal Secu-:italy to the PM, Prime Minister’s Secretatiat, Islamabad
L 2. Sec1etary to the President, Aiwan-e-Sadar, Islamabad
: 3. 'Cabinet Secretary, Cabinet Division, Islamabad
4. Additional Secretary-III, Cabinet Division, Islamabad
5. Directot Gene;ral (Tech), Dte Gen, ISI Islamabad

6.  Director (IT) Cabmet Division, Islamabad
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