F. No. 3(5)/2023-N'l'l$B-13W
Government of Pakistan
Ministry of Science & Technology

* ok ok ok ok

Islamabadl, the 12" September, 2023

Rector Chairman, Chairman, Chairfnzm,

COMSATS e PC?SIRE)' d fs?wsrl"lbad

Islamabad [slamabad [slamaba ami
Director General, Chairman,

Rector, NUST,
}ﬂamabad

Director General,
NIO, Karachi

PSQCA, Karachi.

PEC, Islamabad

Managing Director,

“Rector, NUTECH, Chairman, Director General,

/ [slamabad CWHR, Karachi PNAC, Islamabad STEDEC, Lahore.
Director General, Director General, Managing Director, Director General,
PCRET, Islamabad | NIE, Islamabad NEECA, Islamabad PHA, Islamabad

Subject:

Cyber Securit; Advisory — Power Management Software Vulnerability in_Data

Centers (Advisarv No. 51)

Cvber Sccuritv‘ Advisory — WinRAR Critical Vulnerability Exploitation via Phishing

Emails (Advisory No. 52)

Cvber Security

Advisory — Prevention Against Financial Scam Activities —

Impersonation as Govt Officials (Advisory No. 53)

Cyber Security Advisory — Secure E'mail Communications (Advisory No. 54)

Dear Sir / Madam,

Please fiad enclose herewith the subject advisories received from National Telecom

and Information Technology Security Board (NTISB) Cabinet Division, for information and

strict compliance.

Encl: As above.

Copy for inforraation to:

[ Network Administrator, MoST

Il APS10JEA, MoST

»

(Engr. Asif Akhtar Mughal)

Deputy Electronics Adviser-I1

051-9206041
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No. 1-5/2003 (NTISB-II) Islamabad, the 15! September, 2023

{"\ : gt -
é § | Subject: Cyber Security Advisory - Power Management Software Vulnerability in
\\ f . | .Data Centers (Advisory No. 51)
& ‘R\ ! { ' ! t
& ™~ Lo 4 ' Recently, Trellix! Advance Research Center has uncovered a number of
‘A 3 ' Julnerabilities in CyberPower's® PowerPanel Enterprise, Data Center Infrastructure
Managlemeht (DCIM)%pIatf‘orm and Dataprobe’s* iBoot Power Distribution Unit (PDU).
o ‘q\ Cletails are given in ensuing paras:
‘ “ \ : i ¢ l gy
> ¢ . Summary of Vulnerabilities
mm . ; 5 } grgt . )
5@ ‘ Siova Fo'IIowitng 4 x major vulnerabilities in CyberPower's PowerPanel
Lu ‘ l ‘ . N g gyt . ] .
% i \ Enterp’;ise and 5 x critical vulnerabilities in the Dataprobe's iBoot PDU
» 4 have been teported:

(1 CyberPower's _PowerPanel __Enterprise.  CyberPower’s

£ EPowerPaneI Enterprise DCIM platform allows IT staff to manage,

‘configure and monitor the infrastructure within a data cenler

serving as a single source of information and control for all
;devices. The repoited viiinerabilities are as follows:

;(a) CVE-2023-3264: Use of hard-coded credentials (CVSS

et 6.7)
: ! HARKIN (o)) CVE-2023-3265: Improper neutralization of escape,
[ : S Meta or control sequences (Auth Bypass; CVSS 7.2}

i, kc) CVE-2023-3266: Improperly implemented security check
i3 for standard (Auth Bypass; CVSS 7.5)

AL . (d)  CVE-2023-3267: OS command injection (Authenticated
S G RCE; CVSS 7.5)

bataprobe iBoot PDU

Bypass; CVSS 9.8)

(b)  CVE-2023-3260: OS command injection (Authenticated
\ : RCE; CVSS 7.2) (
- (9

CVE-2023-3261: Buffer overflow (DOS; CVSS 7.5)

:(a) CVE-2023-3259: Deserialization of untrusted data (Auth
!

2 !
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{Qh ; "éret:lux F'>S a cyber security company, based in USA. z
Pz | * CyberPower is a USA based company to design and manufacture i '
RS i {Pe a wide range o £
‘\35 Q', v ggm’/at:ve power pro_ducts! PDUs and Power management systems. ’ 8 g
& of ) Dot toc;rs{nonltcrs,,._rr!eagure, manage datacenter utilization and energy consumption.
RS e probe:is an Amgngan manufacturer of system for minimizing downtime to critical
TIRPRE : i Q '
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(d) CVE-2023-3262: Use of hard coded credentials (CVsg

6.7) ,
: (e) CVE-2023-3263: Authentrcatron bypass by alternate
Q’ name (Auth Bypass; CVSS 7.5) ¢t
ﬂ b. Impact. Following implications are foreseen after exolortatlon of

the above-mentioned vulnerabilities by an attacker '

(1) By accessing power management system aitacker:can control
devices connected to a PDU | and. manrpulate POW"-"

management to damage the hardware devrces {3

(2) Unauthorized access to data center; systems thus. aliowrng the
attacker to switch oif the nower and. lnfEC' data CC'\ter to Ut'“z»e

compromised resources and further initiate attacks at Iarge
scale.

| _ SR ;
Both products are vulnerable to remote code injection thereby,

3)

attacker can install a backdoor and eXp|o|t system and devrces

{
Recommendations

; ; i
1 { 1

a. PowerPanel Enterprise and Dataprobe |Boot PDU are recommended to
be updated to the following versions:

! i
{
vl

i ‘ ¢
(1) PowerPanel Enterprize software - Versron 2.6.9. : b

(2) Dataprobe iBoot PDU firmware - Ver.?ron 1.44. 08042023

ensure PowerPanel Enierprise or iBoot PDU should be reachable only*
from organization’s secure intranet. 1 i

C. In case of the iBoot PDU, disable remote access vra Dataprobe s cloud
service as an added precaution. § 8 S K g
4. Kindly disseminate the above information to all: concerned |n your

organizations, all attached/affiliated departments and ensure necessary protectrve

bt |
measures. < \/ .,.3\-! ¢ :

<' b |
Iglgl}‘ramn:ad Usfan Tlarlq)vr
nt Secretary-llL(NTISB) 1
J Phi 051 \204560.
All Secrotaries of

Ministries/Divisions of the Fedoral uovernment andc Chief Secretanes
of the Provincial Governments .

Copy to: - '

!
Soc ry to the Prrme Mrnlster Prime Minister Secretarrat lslamabad '

reta Sadar, Islamabad T ¥ ’
Cabrnet Secretary, Cabinet Drvrsron Islamabad | 7 -
Additional Secretary-||, Cabinet Drvrsron Islamabad; , ‘ 8
Director General (Tech), Dte Gen, 18! Islamabad 3 el | b
6. Director (IT), Cabinet Division Jafsmabo M

Secreta

s~

B et o2
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No. 1.512003 (NTIS,B“ I Islamabad, the @ September, 2023

! i ’. {,,

.S R ect } oybisr Sdcurity Advisory — WinRAR Critical Vulnerability Exploitation
u - fif -

} J.’ ! !‘ via Phlshmq Emails (Advisory No. 52)

| !

hackers are targeting users with improvised phishing email

[ 1|l Reportedly, . his |
cont;:nmg rattachmehié ‘ofipassword protected WInRAR zip files. Upon unzipping the rare
. L!Iy executes by exploiting WIinRAR remote code execution

}
I

nles,,marware automahc
Vulnerabuny (CVE- 2023 -40477) on victim's system. The exploitation may result in attacks

such als raI soquregjdatch extraction and data wiping etc.
2‘ ! ‘t | %ll\ Above 1?1 view, users are advised for following:
S | b

f a. EJo not open and download any suspicious email attachment
| 1 I QSpec}lally password protected WinRAR/WinZip files.
! r : 1‘ b. WmRAR users are advised to update to latest version 6.23 or above.
é ‘ ; i Kindly .dlssemlnate the above information to all concerned in your

orgﬂmv hbﬂs all .|auz1cned/arf|hated departments and ensure neces ssary

protecflve fmeasures< ’ TN )
\ { { h. [ ' ab’,-—-ﬁ..--_;n —
I A
{ Sk 3‘, | (Muhammad Usman Tariq)
i i i) Assustant Secretéry 1 (NTISB)
? . 2; t:‘! i Ph# 051-9204560
b | SN
All Secretdnes cf Mmlstrlelelvusmns of the Federal Government and Chief

S‘ecretarlesi of the Pfoévin¢ial Governments

i b | “’ } ‘
%J |

Secretagy to tLe Prime Minister, Prime Minister Secretariat, Islamabad

| Secretary to the President, Aiwan-e-Sadar, Islamabad

' Cabinet Secretary Cabinet Division, Islamabad
1IAddm)nal Seéretary I, Cabinet Dlwsxon Istamabad
 Director General (Tech) Dte Gen, IS| lslamabad

Director l(IT) Cabmet Division, Islamabad
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TR 1. i | CABINET DIVISION
l‘f' R i WHSB)  etemabad, the @ Septeniber, 2023
~ L ) slamabad, the ¥ September,
! NTISB-II)
i’, 'No 1:‘5/201!"?( ” Preve vention Against Financial Scam
| Eubiact - |1 cyber! "Seclirity_Advisory — Pre
ii; ﬁubj?gt. | AZtnviti'e'S' jmpersonation as Govt ovt Officials (Advisory No. 53)
S S TR e - ,
|F | b a substantial rise in banking/financial scams has been

f

; s
bseNed .’usmg phlshm

mtroduce themselves as é

cilonmg. mahmous abps
!‘\ i

l ol h “

9“

Scammers

t

}

v' ContextJRecently,
i;’, smishing? and vishing

JVorkinq Model.

3 techniques. The scammers

ovt Officials (FIA SBP and Defence Force using fake official

andhne numbers and logos on WhatsApp DP) through call-cloning services. Resultantly,

onlme banklng users contlnuously fall prey primarily due to lack of cyber security
éwarenesspas well. as‘ atdvanced social engineering tactics used by scammers (call

nd fake websites). As a result, malicious actors deceitfully

wuthdraw money from user’s accounts

Financial scammers make use of the

ck vevtdrs to
7‘ : ~

Fake

l
followmg atté
l f

i

’ xploit victim's bank account:
rW

ebsites — Reference of Army Poverty Alleviation

b’“';,

Siate
\llctlm

,,4‘-'

belng

..vamgialq_

ﬂ
to Pa istan Army Poverty alleviation and Re

Scammers are using spoofed websites appearing to be
fBank of Pakistan legitimate verification website and asking
$ to upload personal financial details on website in reference
vival of Economy

Campalgn Fake website of State Bank of Pakistan for verification

referred is (www.statebankverificaiton -wixsite.com)

[ Engineering. Malicious actors masquerade phone

SOcia

i !
[|"l ’
K

SSSs e

Yo
'

/

{ |
tf |

nﬁrﬁ'be
Whats
actlng
:dentuflable information (PlI)

rs or call from unknown mobile phone/comprom:sed
App number, masked banking official number to the victim

as a bank employee/manager and ask for personally

like internet banking username, CNIC

! Phlshmg is fraUdulent p! acfrce of

order to iqduce'mdnwdua;s ttrrevea pers

/ : Smishlng is fraudulent pracﬂce 0
i mduce mdn /zdua!s to reveal person

Vlshmg ls fraudulnnt practlce of
compames in ordu to mducp indivi

i i L
f | 3
| {
. 1

Jendmg emails or other messages purporting to be from reputable companies in

y onal information.

Jsendmg text messages purporting to be from reputable companies in order to
linformation.

aking phone calls or leaving voice messages

uals to reveal personal information.

purporting to be from reputable
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number, debit card number and debt oard pin. After that the \
s actor tactfully enquires the vrcttm whetherL he/she has (

maliciou i ’J ;
received One Time Password (OTP) from bank &nd asks the user, to

forward it to the caller directly or by cl ckmg on a WhatsApp hnk

b |
100 h

Armed with this information, malicious actor can easrly compromtse |

untor perform |

£y l t ; ’ i

online shopping. , B i' | /!
{ I{ 1 ! ,‘

any bank account and transfer meney to potentlat acco

c. Anonymity. The attackers use secure and anonymous cyberr
means to conduct the operation. Due to wh:cr backtrackmg IS aj

f ! J
£} f [}

difficult task. i ,‘ it 1 [

3. Recommendations. There is no techmc?I solutlon that Can eradrcate t

and detect social engineering completely; however, safe usage of mobute/computer a{td !

compliance with security guidelines is the only way fon/vardr 'Above in wew cyber
awareness campaigns regarding financial scams be arra gedgat dlfferent forums {

o .*‘
.; 1 i

a. Blocking of fake website appearing to be state bank venflcatlon websrte 1
t

addition to it, following protective measures are recommend d

T
i
"

i:,Ll

) e Aofs

(www.statebankverificaiton.wixsite.com) : " i f-’ ' ,'\E

L |

b. Scammers are equipped with latest tech‘nology for ma'skmg oft"ciral .
numbers of banks. Users are advised to remarn vrgrlant and call banklng '

¥l
"

helpline themselves, immediately to verify any susplcrous call b I
4 ‘ ) !

c. Never provide sensitive information over phone to anyone especnalty !
passwords. CNIC number and Deblt/C,redlt Card PIN as' banks do not
ask for such information over phone except when user calls them for {
activation of debit card or internet banking ;account : t l' '

d. Always pay attention to suspicious numbers that do not look hke realt

mobile phone numbers., Scammers often 3mask th=|r ldehtlty by us ng ts
email-to-text services to avoid revealing therr actuat phone number :

i
[t

e. Be aware of false SMsS regarding Iotte?y s%hentes/BenaZIr lnco’ne t

: | : f
Support Program prize offers; they are all ogu ‘ 1 i
} | P fl
f.  Genuine SMs messages received from banks dsuatly contam sender tD i

(COHsrstlng of bank's short name) instead sz a phone number in sender 1
information field. j ;n- f ,' ; f “"

g. All clickable links/SMS to earn money offers’ are counterf it; do not, fa”

prey to them. boiyid F , [
i 14 ! { s {
H i i { {
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aps.
on Internet Banking Apps,

th. Lt and reply anonymoys emotional SMS as these are all tr

".’ h N=verstru
Jﬁf i. A.ways use multi-factor authentication (MFA)

WhatsAp Social Media and Gmail accounts.

'Ti :j A ways’ keep a strong password for email or online account and regularly
}’ i 'f L, change pPasswords to prevent hacking.
L P o
!: J‘ ' k. A'Way*s ;check application permissions before installation of application
| 4 , i and msta applications from Google/iPhone Play Store only.
[’ 43 l_r-' l. Bn=forerd wnloading/installing apps on Android devices, review app
/ ol i
T A S I detaﬂs number ofdown!oads user revrews comments and “additional
LA T i :
| ‘i‘ ! mformatr n" section, ,
‘ .‘- A" U II4 1 | ‘
i Bl ,l m. Install ‘updated, reputed and licensed antivirus, anti-malware and anti-
i :f' ¢
§ % ; i phlshrng olutions on PC and mobile devices. After installation, scan the
T E |
T ¥ il suspected device with antivirus solution to detect and clean rnfectrons
I i n. Only chc on URLs that clearly indicate the website domain. In case of
! i P any doub » users can search for the organization’s website directly using
4 1]' search englnes such as Google, to ensure that the websites are
I il
1‘ li 1 Iegrtrmate
g'f :i "o. In case bf banking fraud, a user should launch complaint to the
.} |
: ) E S T concerr‘e bank through its Helpline.
i [ S O v | |
ook f’l :f:": ’
' t rv _,j A r
1{' ,'r l  Kindly drssemmate the above information to all concerned in your
q: i)
c;rgarir?rzatrons all & a{tached/affrlrated departments and ensure necessary
i g ! J “I ‘
prote‘ctrve rr}reasure’e-.;r;
! 2, | Pl
SR B Bl
1 Tt i
o B
A ¢ B o
HN 1
[f ';" ‘ r{
All_Secretaries of ‘Ministries/Divisions of the Federal Government _and Chief
Secretaries 'of the Provincial Governments
ook Iy f‘f-'.' i
?opy'.t'o _ l- 'r t ]
T i
f H Secre-tary to he Prime Minister, Prime Minister Secretariat, Islamabad
' 112 | Secretary. to he President, Aiwan-e-Sadar, Islamabad
! Cabrnet Secretary, Cabinet Division, Islamabad

3.

4. Addrtro ISecretary I, Cabinet Division, Islamabad
5 Drrecto eneral (Tech) Dte Gen, ISI Islamabad
Drrector’(lT) Cabinet Division, Islamabad

l ;!;j g
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CABINET DIVISION
(NTISB)

ity Advisory-Secure_Email

:’No 54) 1 |

S’dbje:ct_:-
MO
b !
[

key cnvul ar]d
Iegmmate as they contaln

a}dherence ‘to best c};ber
contnlSutlngl towards tl?e s

nencrypted confudentlal c

{[Recently], it H
have lahnch’ed new sophlshcated social engineering/phishing email techniques to target
mllltdry offncnals both inland and abroad. The malicious emails appear

.

and mllltary,. setugs. 1Resultantly the users are honey-trapped. Furthermore, non-
security/secure email practices by the end users is also

GOVERNMENT OF PAKISTAN

/03—

Islamabad, the ¢ September, 2023

Communications (Advisory

as been observed that hostile intelligence agencies (HIAs)

ame and appointment of genuine office-holder from civil Govt

ame. Numerous potential exploits such as weak passwords,

rrespondence sharing with vendors and sharing of classified

dfcum?nts through so |al edia apps (WhatsApp etc). Use of insecure means and media
i
share dorL'nment‘; IS als prone to man-in-the-middle cyber-attacks and interception by

|

les i t

-'ﬁ‘-—

\ ¥ 8
‘. | {
$

“Abov<= lﬁ vne it is emphasized that all email correspondence must be

'Ttiadnfthrodgh secur em il services/internet. Officials of Govt and Military setups be

sensntlmd to -avoid shanng and seeking sensitive information through insecure media or

'

1

mternet frorj’n privale, vendbrs In this regard, few essential guidelines for secure email

communlcanons are attacl“ ed at Annex-l for compliance.

:
3
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1 Kindly dlsse

i
ons

3measures

all . }atta

;

minate the above information to all concerned ‘in your
ched/affiliated departments and ensure necessary

k

(Muhammad Usman Tariq)
Assistant Secretary-Il (NTISB)

o "/&

Ph# 051-9204560

AII Secreta}ies cf:Mihistries!Divisions of the Federal Government and Chief

Secretaries of the Pl”'bv'in'cial Governments

(}opy;té: -

'1"

i’r l

I’:’r
i
i !

Secre tal{y to
Secre tary to

Cablref Secr

(3
,

he Prime Minister, Prime Minister Secretariat, Islamabad
he President, Aiwan-e-Sadar, Islamabad
etary, Cabinet Division, Islamabad

Addmonal Sécretary Ill, Cabinet Division, Islamabad
DirectoriGeneral (Tech), Dte Gen, ISI Islamabad
' Direct or(lT [Cabmet Division, Islamabad

(

)

~



y i B I AN
’ i’ { | " A < //;‘9,—
/ i/ | \ I‘,, ‘\ ]i "" | f AnnOX-I
# ] '.'“ ,« —_—
VN | & . . ' . .
/’, 1., .Introductmﬂ ! Communication service IS an important part of IT
,;;' , lﬁfrastrtzlctunle within an organization. Though it is difficult to operate without requisite
,;/' ] @

‘t communlca lon means‘as ihe same services may fall victim to hostile elements if related
securlty practlces Ike pas ord protection on documents, use of encryption techniques,
1

!
|
f anhspz and anti- :)l1|sh|n mechanism etc are not applied. It is recommended to follow

/i '

secur communlcatloalgp actices proposed at para-2 to safeguard against hostile

rttrus:b{'ns a d sen‘,mve, Ha a leakage.

'r
I

mmenddhbn or Email Security

a\cg:'ess your email data.

J V
2!
. T w0
§ ;]‘Use btronq asswords
! ! It H t\’l:“ )
;,{ (1) To lerjsure phone security, always use strong passwords by
l‘} i ( 1'} emplo ying combination of alphanumeric, special characters, upper-
it i LBy
i l' ;‘ | f ahd lower-case letters.
s ~ ' ".'-“ | : .
.; ¢ 1! [l(2) Avoid using general and easily guessable passwords e.g. date of
| i ¥ ! g . . . .
;j fl | :n ; ‘f‘ bl_[ths, own/family names, vehicle registration numbers etc.
lfl » ‘i \ ® Reguldrly change password
' i »7 'l ';r:",'i
‘ ]i [; :b ;E,Avoui Email iD Exposure
N IS A i
A 4 i )TL':'; . . .
|J ' ', ;;‘(1) A){Old Sharing email ID with unknown persons.
e i ':::Liﬁf i
b ft 1(2) Aiyvayt confirm the identity of the individual to/from whom emall is
B R being $ent/received
L I g » - |
u ! ft Af;‘(3) ) qufd providing personal details in suspicious internet campaigns
| 5: 1 (4) Né&gr*use official email for private communication. Always use
| ? }E! S%P§re te email IDs for personal and official correspondence.
" - \ 1(5) Nféi/éf configure/use official email on mobile phones.
i‘ c ..zi;[Be Awa?"é"bf Phishing Attacks
| ol L
i i Ver ppen any attachments from unknown sources/senders.
- i . " . . .
"";-{;' (2) lf k n email seems suspicious, just ignore it; even don't try to
i u&i’%‘,ybj;cribe it by clicking unsubscribe link as it may allow hacker to

11(3) Mévfer ppen any attachment without anti-virus scan.
XX
any: suspicious email is received, immediately consult IT

dimin|strator of your organization.




Avoid storing data on Cloud Storage

{ i
]

Always Send Password Protected Documents{

oy
W
|

i

) t

(1) All email attachments must be encrypted with pass nvord. .

| t ¥ .
(2)  Password mustbe communicated through ? separate channel such as

‘y .

SMS, call or WhatsApp message. 3 i ."f,z} g
|
(3)  Delete password from the sending channel (SMS V\lhatsApp etc) once

received by the receiving party. 1 ; 7‘13 :
| |
(1) Inaddition to strong password, also use two factor authentlcatlons e g

Use two Factor Authentication

(3
OTP via caiiimessage, password re-enter mechanlsm etc % |

1 !

(2) Never share your one-time password (OTFP) \ thh anyone P o
‘ ZU e 'y i '
Use Well Reputed and Licensed Anti-Virus : i A

AT o
3 | : Rl
'.c ! s
'|!J"‘ T e;

(1) Endpoint (computer system or laptop) on whrch cffrcral emarlfdata |s

being accessed/sent must be secured through reputed ||censed an

updated antivirus/anti-malware solution. { |’ ’“ '

(2) Always keep system firewall activated and up.d-‘eted. i

- N ’
af 0wk

Use Robust Paid Anti-Spam Filters BN

Ju ;
£t
8

(1) Use reputed spam filters.

D

(2) Do not rely on Google’s/Yahoo's spam fllters as email attackers haVe

become much sophisticated.

i

(1) Never Store personal and official data on'cloud storage.| |

{

3]

(2)  Avoid using online document converting {ooliS{f_(Word to!'fPDF;-e:tc) w:ith ,

cloud-based data storage technology. i ‘ e

U 4

vl , § 2 | !
Recommendations for Social Media Platformts,;GSM, PDF Scanner. Few

guidelines (but not limited to) are as under: g et 1 i ‘[
bk i ;

(1) Do not share official documents via Wha!tsApp telegram messenger

(

and other so called end-to-end enorypted messagmg apps/secret

chatting applications as their servers are. hosted outside Paktstan

Do not use online PDIF scanner apps. Only scan secret documents Vlc
official hardened scanners.

* ok ok ok W

|
b
I
|
|
1

1l

- L



